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INFORMATION TECHNOLOGY
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MARKS: 80
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DURATION: 2 HOURS

Instructions: 1) All questions are compulsory

2) Figures to the right indicates full marks
3) Start each question on a fresh page.

Q.1. Answer any four of the following :-

Explain the disadvantages of Networking.

Explain Twisted Pair Cable, What are its disadvantages?
Explain the terms: 0-Day Attack and Network Sniffers.
What are Insider Threats? Mention any two famous cases of Insider Threats.

What is Privacy Policy? Discuss the issues with Privacy Policy.
Explain the term: ‘Cyber Squatting’.

(4*4=16 marks)
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Q.2: Answer any four of the following :-

Explain any two types of Computer Vandals.
Explain any two E-mail Related Crimes.
Explain the Cyber Crimes against society.
Explain Bailable offences,

What is Electronic Evidence? Explain its characteristics.
What is Cloning of devices?

(4*4=16 marks)
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Q.3.a) What are Social Networks? How can you protect yourself on Social Networks? (12 marks)
OR
Q.3.b) Explain the Ethics and Safe Practices needed to be followed to be safe online. (12 marks)

Q.4.a2) What is Cyber Stalking? What preventive measures can be taken to avoid Cyber Stalking?

(12 marks)
OR
Q.4.b) Discuss the Cyber Crime: ‘Social Engineering’. (12 marks)
Q.5.2) Explain the provisions related to E-Commerce. (12 marks)
OR
Q.5.b) What is CERT? Discuss the various types and need of CERT. (12 marks)
Q.6.2)What is Data Recovery? Explain the type of data that can be recovered. (12 marks)
OR
Q.6.b)Define Cyber Forensic. Explain the Cyber Forensic Procedure. (12 marks)
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